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Ayrentudukanus

bezonacuocTs nHbOpManuu

I'ocynapcrBennas
nH(pOpMAIIMOHHAS CHCTEMA

Hoctyn k uHpOpMALIH
HocTynmHoCTh

3amura uHpopMauu
OT HECAHKIIMOHUPOBAHHOTO
JOCTyTa

3amuniaemasi “HGOpMarHs

Nnentnduxarms

Nudopmannonnas cucrema

Nndopmanrionnsie
pecypchl

Nudopmanrionssie
TEXHOJIOT I

Nudopmanms

KonTtponupyemas 30Ha

KondunenmnuansHoCTh

O6paboTka nmepcoHaIbHBIX
JTaHHBIX

TEPMUWHBI U ONPEJAEJEHUSA

JelicTBUsI 1O TpOBEpKE IMOJUIMHHOCTU CYyOBbEKTa JOCTyIa
B MH(POPMALIMOHHOH cUCTEME

CocrosiHue 3aIIMIIEHHOCTH HMHGOpPMAIHH,
obecrieyeHpl e€e  KOH(UIACHIMAIBHOCTB,
U IIETIOCTHOCTb

Wudpopmanmonnas  cucrema, co3gaBaeMass B IIEJSX
peanu3any  TOJHOMOYHMHA  TOCYJApCTBEHHBIX  OPraHOB
U obecrieuenuss oOMeHa WHPOpPMAIUEH MEXIy AITUMHU
OpraHamu, a TaKKe B MHBIX YCTAHOBJICHHBIX (perepabHbIMU
3aKOHAMHU LIEJSIX

Bo3MoxHOCTB TIOTydeH!s] HH)OPMAIIUK U €€ HCIIOIb30BaAHHS
Cocrosinue WHGOPMALIUH, XaPAKTEPUIYEMOE CIOCOOHOCTHIO
TEXHUYECKUX CPEACTB M HMH(POPMAITMOHHBIX TEXHOJIOTHH
obecrieunBaTh OECHPENSITCTBEHHBIN IOCTYN K HH(pOpManuu
CyOBEKTOB, HIMEIOIINX HA ATO TIOJTHOMOYHS

3amura uHGOpPMALMU, HAMpaBJCHHAas Ha MPEJOTBPAIICHHE
NOJTy9EHUs 3aluIIaeMol HH(GOPMAINH 3aHHTEPECOBAHHBIMU
CyObeKTaMH C HapyIIeHHEM YCTaHOBIICHHBIX HOPMATHBHBIMU
YU TPaBOBBIMHM JOKYMEHTaMH (akTaMu) WM 00JaiaTeNs MU
nHpOpMAIIMKA TIpaB WM TPABWI pasTpaHUYCHUS JIOCTYIa
K 3aluiaeMoi nHpopMaImu

Nudopmanmst, sBISOMmMAsCsS MPEIMETOM COOCTBEHHOCTH
W TIOJUTeKamasl 3alluTe B COOTBETCTBHHM C TPEOOBaHUSMH
MIPABOBBIX JOKYMEHTOB Win TpeOOBaHUSAMU,
yCTaHABJIMBAEMbIMHU COOCTBEHHUKOM MH(OpMaIuu
[IpucBoenue cyObeKkTaM " o0beKTam
uneHTuukaTopa W (WIM) CpaBHEHUE
uaeHTU(UKaTopa C TIepeYHeM
UICHTU(UKATOPOB

CoBOKYIHOCTH cojieprkalleiics B 6a3ax JaHHBIX MHGOpMALUU
u obecrieuynBarOIIMX e¢  00paboTKy  WH(OPMAIMOHHBIX
TEXHOJIOTUI U TEXHUYECKUX CPE/ICTB

OTtnenbHBIE TOKYMEHTBI U OTJEJbHBIE MAacCUBbBI JOKYMEHTOB,
JOKYMEHTBl M  MAacCHBBbl JOKYMEHTOB, COJEp Kallnecs
B MHPOPMAIIMOHHBIX ~cHUcTeMax (OMOJMOTEeKax, apXuBax,
donmax, OaHKaxX [AaHHBIX, HHPOPMAIMOHHBIX CHCTEMax
JIPYTUX BUIOB)

[Ipouecchl, MeTonbl MOUCKa, cOOpa, XpaHEHHs, 00pabOTKH,
MPEIOCTABIICHHUS, PACIPOCTPaHEHUsI UHPOPMAIIUU U CIIOCOOBI
OCYIIIECTBIICHUS TAKUX MPOLIECCOB M METO/I0B

pU KOTOPOM
JIOCTYITHOCTh

JIOCTyTIa
MIPEABSBISIEMOTO
MIPUCBOCHHBIX

Cenenus (cooOrieHus, JTAaHHBIC) HE3aBUCUMO
OT (hopMBI UX TIPEICTABICHUS
[IpoctpancTBO  (TeppuTopus, 3AaHHUE, YaCThb 3JIAHUSA),

B KOTOPOM HCKJIFOUEHO HEKOHTPOJIUPYEMOE NMPeObIBAHKE JIHII,
HE WMCKIOIUX IOCTOSHHOTO WJIM pa3oBOTO  JOMYCKa,
Y TIOCTOPOHHHX TPAHCIIOPTHBIX CPEJICTB

OO0s13aTenbHOE IS BBITOJIHEHHS JIMIIOM, TIOJTYYHUBIIHM JOCTYII
K ompeneieHHOW uH(popMalmu, TpeOOBaHUE HE Tepe/iaBaTh
TaKyl0 HWHPOpPMAIMIO TPETbUM JMIIaM 0e3  corjacus
ee oOamarens

JleiicTBus (Omepaliuu) ¢ MepcoHaTbHBIMU JJAHHBIMH, BKITFOYAsT
cOop, cucTeMaTH3allM0, HAKOIJICHUE, XpaHCHHWE, YTOYHCHHE
(oOHOBJICHUE, U3MEHEHHUE), HCIIOJIb30BaHKE, PACTIPOCTPAHCHHE



Omnepatop

[TepconasibHbIE TaHHBIE

Yrpo3a 6e3omacHoCTH
uHpOpMaIIH

VYa3BuUMOCTD

IlenocTtHOCTH

(B TOM umcne mepemady), oOe3nMuUMBaHHE, OJOKHPOBAHUE,
YHUYTOKEHHE TIEPCOHAIBHBIX JTAHHBIX

TPOKIAHUH WIM IOPUAMYECKOE JIUIO, OCYLIECTBIISIOLINE
JeATEIbHOCTD 10 SKCITyaTaluu UHOOPMAIIMOHHON CHUCTEMBI,
B TOM 4YHClIie MO 00paboTke WHQOpMAIMH, COAepKaIencs
B ee 0a3ax JaHHBIX

JIrobast mHpOpMALIKs, OTHOCSINASACS K MPSMO WM KOCBEHHO
OTIPEJEIIEHHOMY WJIN ONpeensieMoMy GU3NYECKOMY JIUILY
CoBOKynHOCTh ~ yCJIOBUH M (PaKTOPOB,  CO3JAIOLINX
MNOTEHIHATHHYIO 17031 peasibHO CYLIECTBYIOLYIO
OMACHOCTh,  CBSI3aHHYI0O C  YTeUKod  uHpopManmu
W/WIIM HECAHKIIMOHUPOBAHHBIMHU W/WJIM HENPeJHAMEPECHHBIMU
BO3JICUCTBUSIMU Ha Hee

HenocraTtoxk (cmabocTn) MIPOTPaAaMMHOTO
(IpoTrpaMMHO-TEXHUUYECKOTO) cpencraa 1581071
WH()OPMAITMOHHOM CHCTEMBI B IIE€JIOM, KOTOPBIA (KOTOpast)
MOKET OBITh HCIIOJIb30BaHA Ui pealu3alli  Yrpo3
6e30macHOCTH UH(POPMALUH

YcToitunBocTh MHGOpPMAMM K HECAHKIIMOHUPOBAHHOMY
WM clTy4ailHOMY BO3/EMCTBHIO Ha Hee B Ipoliecce 00paboTKu
TEXHUYECKUMHU CPEJICTBAMH, PE3YITbTaTOM KOTOPOTO MOXKET
OBITh YHUUTOXKEHUE U UCKAKEHNE HHPOPMAIUH



T'OCTP
TlomuTnka

I'BJIOY

®OCB Poccun
DOCTIK Poccun

OBO3HAYEHUSA U COKPAILIEHUA

— T'ocynapcrBennsbiii cranaapt Pocculickoit @eneparuu
— Ilonutuka wuHpopmanmoHHON Oe3omacHOCTH ['OCyaapcTBEHHOTO

OIOJDKETHOTO  JIOUIKOJIFHOTO — 00pa3oBaTENbHOTO  yUPEXKICHHS
nerckuii cag Ne61 IIpumopckoro paiiona Cankr-IlerepOypra

— IocynmapcTtBeHHOE OIOJDKETHOE JIOMIKOJIBHOE 00pa3oBaTesbHOE

yupexxaenue nerckuii cag Ne61 Ilpumopckoro paitona CaHKT-
[TerepOypra

— @enepanpHas ciryxba 6e3omacHocT Poccuiickoit denepanuu
— depaepanbHas CIyK0a 0 TEXHHYECKOMY U SKCIIOPTHOMY KOHTPOJTIO



1 OBIIME MOJOXEHUSA

Hacrosmas Ilonutuka  sBiaseTrcs  JOKYMEHTOM,  OIPEICISAIOIMM  HAIPAaBICHUS
NEATEIbHOCTH
B obOmactm oOecnieueHus WHGOPMAIMOHHONW O€30MacHOCTH MW MPEACTaBIseT  coOoi
CHCTEMaTH3UPOBAHHOE M3JI0KECHHUE LIeed 1 3a7a4 HH()OPMAITHOHHON 0€301MacHOCTH, KaK OJTHO MU
HECKOJIBKO NPAaBWII, IIPOLENYP, IPAKTUYECKUX IIPUEMOB U PYKOBOIAIIUX IPHUHLMIIOB, KOTOPBIMHU
pykoBoncrByercs I'BJIOY, a TakkKe OpPraHM3allMOHHBIX, TEXHOJIOTMYECKMX U IIPOLEAYPHBIX
aCTICKTOB o0ecTieueHus: MHPOPMAITMOHHON 0E30MTacCHOCTH.

[Monoxenust Hactosmed [lomuTukM HE  PacHpOCTpPaHSIOTCS Ha  oOecreueHue
MH(GOPMAIIMOHHOM 0€301MaCHOCTH CBEJICHUH, COCTABISIONINX TOCYIApPCTBEHHYIO TalHY.

OcHoBHOM 3amaueld B oOnactu uHPpOpManuoOHHOW Oe3omacHoctu I'BJIOY mnpusHaeT
COBEPILICHCTBOBAHHE MEp M CPEACTB oOecrmeueHHs 3amuTbl WHGOpMAIMU HHPOPMAUOHHBIX
pecypcoB I'BJIOY B KOHTEKCTE pa3BUTHA 3aKoHoAaTenbcTBa Poccuiickon denepanyv U HOPM
perynupoBaHusl MHPOPMAIIMOHHON JEATEIbHOCTH B TEKYIIHUX YCIOBUSAX (DYHKIMOHUPOBAHUS
MH(OPMALMOHHOTO TOJIS.

[Ipu pazpabotke [ToauTHKN YIUTHIBAINCh OCHOBHBIE IPUHIIUIIBI CO3AAHUS CUCTEM 3allIUTHI
nHpOpMallUY, XapaKTePUCTUKHM W  BO3MOXXHOCTHM  OPraHM3al[MOHHO-TEXHHYECKHX  Mep
Y COBPEMEHHBIX POTPAMMHBIX U allllapaTHO-IIPOrPaMMHBIX CPEJCTB 3aIUThI HHPOPMAIIIH.

B pamxax cBoeit aesrensHocTH I'BJIOY 00s3yeTcs MpeAnpuHUMAaTh BCE BO3MOXKHBIE MEpPbI
JUIS 3alllMThl HH(OpPMAaLMK OT yrpo3 6e30macHoCTH HHPOpMaIUH.

TpeboBarusi wHOOPMAITMOHHONW O€30MACHOCTH, COOTBETCTBYIOT MEJSM JESTEIBHOCTH
I'BAOY u mpenHa3HaYeHBI JUTsl CHIDKCHHS PUCKOB, CBSI3aHHBIX C pealin3alfeil yrpo3 0€301MacHOCTH
uH(popMaInH.

[Tonutuka nocrynna Bcem pabotHukaM I'BJIOY 1 BceM MOJIb30BaTENSIM €r0 PECYPCOB.

2 IEJH U 3AJIAYU OBECIIEUEHUSI TH®OPMAIIMOHHOM BE3OITACHOCTH

Cy0bexkTbl HHGPOPMANUOHHBII OTHOLEHU M

CyObexTamu nipu obecrieueHn nHGopMannoHHo# 6e3omacHocTu B 'BJIOY sBISIOTCA:

PabOTHHUKHU CTPYKTYPHBIX MOApa3AeiieHUuH (B TOM YHCIIC YBOJICHHBIC);

rpaxzaane, paboTarolye Mo J0roBOpaM rpaskJaHCKO-TIPaBOBOTO XapaKTepa;

¢dbusznueckue nuIa, MPEICTABUTENIM KOHTPAreHTOB B paMKax HCIIOJHEHUS JIOTOBOPHBIX
00513aTEIBCTB;

(dbuzuveckue nuia, nojaasmue oopamieHue B aapec ['6I0Y;

IOpUAMYECKUE JIUIA, B PAMKaX HCIOJIHEHHs JOTOBOPHBIX 003aTENbCTB WM BO UCIIOJHEHUU
TpeOOBaHUI CO CTOPOHBI 3aKOHOAaTeNbCTBA Poccuiickoit denepanuu;

Oprasbl TOCYJJapCTBEHHOH BJIACTH.

O0beKkThl HHPOPMALMOHHBIX OTHOLIEHH I

O6bexkTamMu HHOOPMAIIMOHHBIX OTHOIIICHUH SBIISIFOTCS:

uHpopmannoHHsle pecypcesl I'B0Y;

rocylapcTBeHHbIE  HH(POpPMAIMOHHBIE cucTeMbl  OmepaTopoM  KOTOPBIX  SIBIISETCS
IBOY;

nporeccel  00paboTkn  mHGoOpManuMu B WHGOPMAIMOHHBIX  cucTtemMax ['BIOVY,
nH(OPMALIMOHHBIE TEXHOJIOTUH, PErJIaMEeHThl M TMpoleaypsl cOopa, o0pabOTKH, XpaHEHUS
U miepenadu nHGopMaIuu;

uHpopmanoHHas HWHMPACTPyKTypa, BKIIOUAIONm[as CcHUCTEMbl OOpaOOTKH, XpaHEHUs
Y aHanu3a nH(OpPMAIIUK, TPOTPaMMHBIE U TPOTPAMMHO-AMIapaTHBIE CPEJICTBA, B TOM YHCIIE KaHAIIBI
CBSI3HM M TETIEKOMMYHUKAIUH;

CUCTEMBI U CPEJICTBA 3aIIUThl HHPOPMAIUH, O0OBEKTHI M MIOMEIICHUS, B KOTOPBIX Pa3MeIleH bl
cpeacTBa oOpabOTKHU HHPOPMALIUH.

Hean odecnievennst ”HGOPMAMOHHON 0€30NMACHOCTH

OcHoBHOW 1enbto oOecriedeHuss uHGPOpMaMOHHON Oe3onmacHocT ['BJIOY  ABISAIOTCS
JICVCTBHS HAIPaBJICHbI HA JOCTIDKEHUE 3alUThI CYOBEKTOB WMH(OPMAIMOHHBIX OTHOIICHUN OT
BO3MOHOTO HAaHECEHUS MM MaTepHalbHOTO, (H3WYECKOT0, MOPAILHOTO WJIM HHOTO Yyiepoa,
MOCPEJICTBOM  CIy4alHOTO  WJIM  TpEeIHAMEPEHHOTrO0  BO3JEHCTBUA Ha  WH(pOpManuio,



B TOM YHCIIE!

obecrieueHHs O0TKa30yCTOMYHMBOIO (bYHKIMOHUPOBAHUS IIPOrpaMMHBIX
U aImapaTHo-IIporpaMMHEIX cpeacts I'BJIOY u mpenocTaBiIsieMBIX CEPBUCOB;

COONIIOZICHUST TIPABOBOTO pEKUMa HCIHOJIb30BAHUS MAacCUBOB U CPEIACTB 00pabOTKH
uHpOpMaLnu;

MPEJOTBPAILICHHS] peaTn3aluyd Yrpo3 0e30MacHOCTH HHGOpMAIMM TpPU  OCYIIECTBICHUU
nearenbHocTd I'BOY.

3agauu obecneyeHusi HHPOPMALMOHHOI 0€30MACHOCTH

JlocTikenue neneit odecreueHuss HHPOPMAITMOHHONW OE30MTaCHOCTH U CBOMCTB MH(OpMAIIHH,
I'BAOY peraercd ciaeayroluMU 3aJa4aMu.

3alUThl OT HECAHKIIMOHUPOBAHHOTO JIOCTYNa K MHPOPMALMOHHBIM pecypcam;

pasrpaHUyeHHs JOCTyIa M0Jb30BaTeNel K HH(POPMALMOHHBIM, allllapaTHBIM, IPOTPaMMHBIM
Y MHBIM pecypcam;

perucTpani U MNEepUOJUYECKOro KOHTPOJIS JEMCTBHM MoJib3oBarenel npu oOpaboTke
3aluIaeMon HHPOpMAaIH U IEPUOIUUYECKUI KOHTPOJIb KOPPEKTHOCTH UX AEHCTBUM;

KOHTPOJISI LEJOCTHOCTU CpeIbl MCHOJHEHHs IPOrpaMM M €€ BOCCTAHOBJIEHUE B Ciydae
HapyIIEHHUs,

obOecrieueHHsl ayTeHTUGUKAMKU M WIACHTUPUKAIMM  TOJb30BaTelel, y4acTBYIOIIMX
B MH(OPMAIIMOHHOM OOMEHE;

obecrnieyeHus HCIIPAaBHOCTH MIPUMEHSAEMBIX B MHGOPMAITMOHHBIX cucreMax
I'BAOY cpencts 3amuThl HHGOPMALINN;

CBOEBPEMEHHOTO BBISIBJIEHHE HCTOYHHUKOB yrpo3 0Oe3omacHOCTH HWHG(OpMAlMUH, NPUYUH
U YCIOBHUH, CIOCOOCTBYIOUIMX HAHECEHHIO  yiiepOa 3auHTEPECOBAHHBIM  CyObeKTaMm
MH(OPMALMOHHBIX OTHOLICHHI;

CO3JITaHUEM CITY)KObl MOHHTOPHHTA M pEarupoBaHMs Ha Yrpo3bl 0€30MacHOCTH MH(MOPMAIH
Y HETaTUBHBIE NIOCIIECTBHUS,

CO3/IaHUEM YCIIOBUH A1 MUHUMHU3AllUM HAHOCUMOTO yIliep0a HeMpaBOMEPHBIMU ACHCTBUAMH,
W yCTpaHEHHUE MOCIEACTBUN HapyIeHuss HHPOpManoHHo# 6e3omacHoctu B 'BIIOY.

Pemenue Boimenepeurciennsix 3aaa4 B ['6JIOY ocyimecTBisieTcs mnocpeacTBOM:

ydeTa Bcex MOIekKAIIUX 3alUTe HHPOPMALIMOHHBIX PECYPCOB;

KYpHaIMPOBAHUS ICHCTBUI ITepcoHaa, OCYIIECTBISIOIIEro 00CIYKUBaHUE U MOIU(PHKALINIO
IIPOrpaMMHBIX U IIPOIPaMMHO-AMNNAPaTHBIX CPEICTB UHPOPMALIMOHHBIX CUCTEM;

periaMeHTalMM IpoLeccoB 00paboTku HH(opManuu, aedcTBuil paboTHHKOB I'BJIOVY,
OCYLIECTBIIAIOLINX DKCILTYaTal[UI0 IPOrPAMMHBIX U IIPOIPAMMHO-AIIIapaTHBIX CPEACTB, HA OCHOBE
YTBEPKJICHHBIX OPraHU3allMOHHO-PACTIOPAIUTEIBHBIX JOKYMEHTOB 110 3allluTe WH(pOpMaLUY;

Ha3HA4YEHUs U NOJrOTOBKOM paOOTHUKOB, OTBETCTBEHHBIX 32 OPraHU3ALMIO U OCYILECTBIICHUE
MEpONPHUATHH 110 00ecriedeHU 0 HH(OpPMaIMOHHOM Oe30onacHoCcTH B ['B/IOY;

HaJIENeHUsl KaXJOro pabOTHMKA MHMHHUMAIbHO HEOOXOJUMBIMH IIpaBaMHU IpH paboTe
B MH(OPMALMOHHOHN HH(PACTPYKTYpPE COTIACHO UX JOHKHOCTHBIM 00S3aHHOCTSM;

cOOIIIO/ICHHSI BCEMH PaOOTHUKAMHU, SKCIUTYaTUPYIOLIMMH M 00CTYKUBAIOILUMU [IPOIpaMMHBbIE
U IporpaMMHO-alliapaTHbIE  CPeJICTBA, TPEeOOBAHUI  OPraHU3alMOHHO-PACHOPSAUTEIBHBIX
JOKYMEHTOB I10 BoIlpocaM obecrieuyeHust HH(OpMallMOHHOM 6e3011aCHOCTH;

MEPCOHAILHOM OTBETCTBEHHOCTBIO KaXJ0T0 pabOTHUKA 3a CBOU JIEHCTBHS, YU4acCTBYIOLIETO
B PaMKax CBOMX (PYHKIIMOHAJIBbHBIX 0053aHHOCTEH B MpolieccaXx aBTOMaTU3MPOBAHHOM 00paboTKU
MHGOpMAaIUK ¥ UMEIOIIETO AOCTYN K pecypcaM MH(POPMALMOHHBIX CUCTEM;

peanu3aiyeil TeXHOJIOTHYECKUX IPOoLeccoB 00pabOTKM HH(POPMALMH C HCIOJb30BaHHEM
KOMIUIEKCOB ~ OpPraHU3alMOHHO-TEXHUYECKUX Mep 3alllUThl I[POrpaMMHOT0  oOecreyeHwus,
[IPOrpaMMHO-aNIapPaTHBIX CPEICTB;

NPUHATUS Mep MO oOecrnedeHnto (U3NYECKON IEeJOCTHOCTH MpOrpaMMHO-aNNapaTHBIX
cpeAcTB HMH(OPMAIMOHHBIX CHUCTEM W TOJIep>KaHHEeM HEeO0OXOAMMOTO YPOBHS 3allUIIEHHOCTH
KOMIIOHEHTOB;

UCIOJb30BaHUs MIPOrPAMMHBIX U MPOTPaMMHO-ANMapaTHBIX CPEICTB 3aLIUThl HHGOPMALUU
oOpabarsiBaeMoM B I'BJOY U aIMUHUCTPATUBHON MOIEP’KKOM MX NCHOIb30BAHNUS;

KOHTpOJII ~ COONIONEHUS]  TOJb30BATEIsIMU  MH(OPMAIMOHHBIX  CHUCTEM  TpeOOBaHUM



o obecreueHnto HHHOPMAIMOHHOK OE30TTaCHOCTH;
npoBeAeHus aHanu3a 3PPEKTUBHOCTH NPUHATHIX MEp 3alIUThl HHPOPMALIUN U TIPUMEHIEMBIX
cpeacts 3auuThl nHGopMmarwu B ['B/10Y;

pa3pabOTKM U peanu3alud MPEAJOKEHUI 10 COBEPUICHCTBOBAHMIO CHUCTEM 3allUTHI
uHpopmanuu B I'BOY.

3 TPUHIUIIBI OBECIIEYEHUS UH®OPMAIIMOHHOM BE3OIMACHOCTH

Obecneuenne nHGOPMAIIMOHHON 0€30TACHOCTH, JTOJIKHO OCYHIECTBIISITHCS B COOTBETCTBUHU
CO CJIEIYIOIIMMH OCHOBHBIMH MTPHHIIUTIAMH:

IpuHIMI 3aKOHHOCTH

[Tpu BEIOOpE MepONpPUATHIL O 3ammTe HHOOPMAIMH, JTOJKHO COOIOAATHCS EHCTBYIOIIEEe
3akoHoarenscTBO Poccuiickoit @enepanuu B chepe 3auThl HHGOPMaIUK.

Bce paboTHUKM TOJDKHBI UMETh IPE/ICTaBIeHHE 00 OTBETCTBEHHOCTH 3a MPaBOHAPYLIECHUS
B ctepe 3amuThl nHGopMmanmu. [IporpammHo-anmaparHeie cpeactsa, npumensiemsie B I'BJIOY,
JOJDKHBI UMETh COOTBETCTBYIOIIHME JIUICH3MH, O(PHUIMAIBHO NPUOOpETaThCs y MpeICcTaBUTENCH
Pa3pabOTUYUKOB ATHX CPEJICTB WM SBISITHCS UHTEIUIEKTYaIbHOM coOcTBeHHOCTRIO [ BJIOY.

IpuHIMI CHCTEMHOCTH

[Tpu co3maHnm CUCTEMBI 3aIIUTHI JJOJDKHBI YUUTHIBATHCS aKTyaJbHBIE YIPO3bl 0€30TIACHOCTH
nH(popMaluK, BO3MOXKHBIE OOBEKTHl M HAIpaBJIEHUS aTaKk Ha HEE CO CTOPOHBI HapyIIUTENeH.
Cucrema 3amuThl JIOJDKHA CTPOUTHCS C YYETOM HE TOJIbKO H3BECTHBIX KaHAJIOB YTEUKH
nHpOpMAINY, HO ¥ C YY4ETOM BO3MOXXHOCTH IOSIBIICHUSI HOBBIX YS3BHUMOCTEH B IPOrPaMMHOM
o0ecnevyeHuu.

IIpyHIUI KOMILJIEKCHOCTH

KommuiekcHoe HCnosib30BaHUE CPECTB 3alIUThl MH(OPMALMK IPENOoIaraeT CorllaCOBaHHOE
IIPUMEHEHHE MPU MOCTPOEHUH LIEIOCTHOM CHCTEMBI 3aILUThI, IEPEKPBIBAIOLIEH BCE CYLIECTBEHHBIE
yrpo3sl 0€30MacHOCTH MHPOPMaLUK. 3aluTa JOKHA CTPOUTHCS SIIETOHUpoBaHO. Pusnyeckas
3alUTa JOJKHA 00eCIeunBaThCs (PU3MUECKHMMHU CPEACTBAMU U OPraHU3allMOHHBIMH MEPAMHU.

IIpu nocTpoeHny, BHEAPEHUN U HKCILTyaTallul CUCTEMBI 3aIIUThl HHPOPMALMK PYKOBOJCTBO
I'BAOY ob6ecneunBaer ycmoBust I AS(PQPEKTUBHON KOOPAMHAIIMU JCUCTBUN BCEX JIMII,
obecreunBaronux HHPOPMAITMOHHYIO O€30TTaCHOCTb.

IIpuHIUN cCBOEBPEMEHHOCTH

PazpaboTka cuctemsl 3auThl HHGOPMALMHU JIOJDKHA BECTUCH MApAJUIEIbHO € pa3paboTKOM
U UHPOPMALMOHHOM  CHUCTEMbl. OTO  MO3BOJUT Yy4ecTb TpeOoBaHHMA  OE30M1ACHOCTH
IPU NPOEKTUPOBAHUU ApXUTEKTYpbl M, B KOHEYHOM cuyeTe, co3farbh Oosee 3PQeKTUBHBIE
MH(GOPMALMOHHbIE CUCTEMBI, 00JIaIAI0IIUE TOCTATOYHBIM YPOBHEM 3aLUIIEHHOCTH.

IIpuHIMN TpeeMCTBEHHOCTH

IlocTosiHHOE COBEpPLICHCTBOBAaHME MEpP U CPEACTB 3alllUThl MHPOPMALUM Ha OCHOBE
IIPEEMCTBEHHOCTH OPIaHU3AlMOHHBIX U TEXHMYECKHX PpEIICHUH, KaJpoBOTO COCTaBa, aHalIM3a
(GYHKIMOHUPOBAHUS HMH(OPMAIIMOHHBIX CHUCTEM M CHUCTEMbI €€ 3aIllUThl C Y4eTOM H3MEHEHHH
B METOJAaX M CpeAcTBax IepexBara HMH(OpMalUM, HOPMATHUBHBIX TpeOOBaHMN IO 3aluTe
nHpopMaIuu.

IIpuHOMI JOCTATOYHOCTH

CooTBeTcTBHE YPOBHS 3aTpaT Ha o0ecredeHrne MHHOPMaIMOHHON 0€301MacCHOCTH U IIEHHOCTH
MHGOPMAIIMOHHBIX PECYpCOB Ha BEJIWYMHY BO3MOXKHOTO yiepba OT HX pasrJialleHus,
YHUYTOXKEHHUS U UCKaKeHUs. Vcronp3yeMble Mephbl U CpeACTBa 3allUThl HHPOPMALIUU HE JOJIKHbI
yXyJIaTh 3pTOHOMUYECKUE MOKa3aTeIl KOMIOHEHTOB MH()OPMAITMOHHBIX CUCTEM.

IIpyuHIMI OTBETCTBEHHOCTH

Bo3znoxeHne 0TBETCTBEHHOCTH 3a oOecrieueHue 6e301acHOCTH HHPOPMALIUU U ee 00paboTKH
Ha KaXJO0ro pabOTHUKA B Mpejenax ero MojHoMouuil. B cOOTBETCTBUU C 3THM HPUHIUIIOM
pacripesielieHue MpaB U 00s3aHHOCTEH PabOTHUKOB CTPOMTCA TakUM OOpa3oM, YTOOBI B CiIydae
M000T0 HApYIIEHUs! ObUT U3BECTEH HAPYLIUTEb.



IpuHuHMI 000CHOBAHHOCTH U TEXHHYECKOIl peain3yeMoCTH

NubopmanroHHbIe TEXHOJIOTUH, TPOTPAMMHBIE U TPOTPAMMHO -allIapaTHBIC CPECTBA, MEPHI
3amuUThl MHOOPMANUK JOKHBI OBITh PEain30BaHbI MO COBPEMEHHBIM PEIICHHUSIM, 000CHOBAHBI
C TOYKH 3pCHUS JOCTHKCHHS 33JJaHHOTO YPOBHS 3alIUIIEHHOCTH MHGOPMAIMH U SKOHOMHUYECKOMN
11e1ecoo0pa3HOCTH, a TAaKXKE COOTBETCTBOBATH YCTAHOBICEHHBIM HOpMaM H TpPeOOBaHUSIM
1o 6e30MacHOCTH UH(POPMAIIHH.

IIpuHuun npogeccuonaanzma

Peanu3zanus mMep 3ammThl MHOOPMAMKA W SKCIUTyaTalMsl CPEACTB 3alIUThl MHQPOPMAIUU
JOJKHA OCYIIECTBISATHCS MPO(HecCHOHATBHBIMU CIEIUATHCTaMU.

[IpuBneyeHue cnenuaIn3npOBaHHBIX OPraHU3alUi K pa3paboTKe CPEICTB U peaiu3aliiu Mep
3amUThl MHPOPMAIUH, TIOJITOTOBJICHHBIX K KOHKPETHOMY BHIY JACSTEILHOCTH MO OOCCIICUCHUIO
0e30MmacHOCTH WH()OPMAIMOHHBIX PECYPCOB, UMEIOIIUX OIBIT MPAKTHIESCKON PabOThI M JTUIICH3UU
Ha MPaBO OKa3aHUsI YCIYT B ATOM 001acTH.

IpuHIMT MUHUMH3AIUA TPUBUJIETHIT IOJIb30BaTe el

OO6ecrieyeHrE TI0JIE30BATENCH TPUBIIICTHSIMA MUHIUMAITBHO JIOCTATOYHBIMH JIJTs1 BBITTOJTHCHUS
WMH CBOUX JOJDKHOCTHBIX 00s13anHOCTel B 'BJIOY.

4 OCHOBHBIE TPEBOBAHMUSA 110 3ALUTE UHO®OPMALINU
OI'PAHUYEHHOI'O JOCTYIIA

Cucrema 3anuThl HHGOPMAIMK TODKHA MPEIycMaTpUBaTh KOMILJIEKC OPraHU3allMOHHBIX,
MPOTPAMMHBIX M MPOTPAMMHO-AIAPaTHRIX CPEACTB U MEP IO 3aIuTe WHPOPMAIUU B MPOIECCE
ee 00paboTKH.

Brinonnenue TpeOoBaHU JOCTUraeTcs 3a CUET peain3aluy Ha 00beKTax UHpOpMaTH3aIUU
Mep TI0 3aruTe HHHOPMAITIH:

UJEHTU(DUKAIIMN U ayTeHTU(PUKAIINKA CYOBEKTOB JOCTYIA U 0OBEKTOB JIOCTYIIA;

YIPABJICHUIO JOCTYIIOM CyOBEKTOB JOCTYIA K 00BEKTaM JOCTYyIIa;

OTPAaHUYEHUIO POTPAMMHOM CPEIbI;

3allMTe MAIIMHHBIX HOCUTEJEH EPCOHAIBHBIX JaHHBIX;

pErucTpanyu COOBITUI 0€30MMaCHOCTH;

AHTUBUPYCHOM 3aIIUTE;

00HapyXeHHIO BTOPKEHHIA;

KOHTPOJIIO (aHAJIN3Y) 3alUIIIEHHOCTH MIePCOHAIbHBIX JaHHBIX;

00ecneveHnIo 11eJI0CTHOCTH HH(OPMALIMOHHON CUCTEMBI U IEPCOHATBHBIX IaHHBIX;

00ecrevyeHnI0 TOCTYITHOCTH EPCOHANBHBIX JaHHBIX;

3allMUTHI CPENibl BUPTYAIU3aLlUY;

3allMUThl TEXHUYECKUX CPEACTB;

3a1UThl UHOOPMALIMOHHON CUCTEMBI, €€ CPEJICTB, CHCTEM CBS3H U Mepe/laul JaHHbBIX;

BBISIBJICHUIO UHUIMIEHTOB U pEarupoBaHUE HA HUX;

ylpaBieHUI0 KoHurypauueid WHOOPMALMOHHOW CHUCTEMBI M CHCTEMBI  3alllUTHI
MEPCOHANbHBIX JAHHBIX.

I'BAOY, xak obnanarenps WHGOPMALUMU OTPAHUYEHHOTO JIOCTYIA, MPU OCYILECTBICHUH
CBOUX ITpaB 0053aHO:

co0roaTh MpaBa ¥ 3aKOHHBIE HHTEPECHI MHBIX JIUI;

MPUHUMATh HEOOXO0IMMbIE MEPHI TI0 3aluTe HHPOPMAIUH;

OTPaHWYMBATH JIOCTYNm K HWHGPOpPMAIMK, €cId Takasg O0O0sS3aHHOCTh YCTaHOBIIEHA
3akoHoarenbeTBOM Pocceuniickoit denepanuu.

B Tom wuyumcne I'BJIOY, BmnpaBe eciaum HHOE HE MNPEIYCMOTPEHO 3aKOHOIATEIbCTBOM
Poccuiickoit denepanuu:

paspeliars WM OTpaHUYMBATH JOCTYN K HMHQPOPMAIUH, ONPEACTATh MOPSIOK U YCIOBHS
TaKOT0 JJOCTYIA;

HCIO0JIb30BaTh WH(OPMAIIMIO, B TOM YHCIIE PACIIPOCTPAHSTH €€, TI0 CBOEMY YCMOTPEHHUIO;

nepenaBath HHQOpPMAIMIO JPYTUM JIMIAM Ha YCTAaHOBJIEHHOM 3aKOHOJATEIECTBOM
Poccniickoit denepanuy OCHOBaHUH;



3alUIIaTh yCTaHOBJIEHHBIMU 3aKOHO1aTeNIbcTBOM Poccuniickoiit denepannu cnocodamu cBOU
npaBa B Cllydae HE3aKOHHOTO IOJyYeHHS HH(POPMALUU WM €€ HE3aKOHHOTO HCIIOJIBb30BaHHS
MHBIMU JIULAMU;

OCYIIECTBIISITh MHBbIE NEWCTBUSA C WMH(pOpMAIMENd WINM pa3pemaTh OCYIIECTBICHHUE TaKHX
NEWCTBUHM, €CIM OSTH JCWCTBUS HE TMpOoTUBOpedaT (eaepaabHbIM 3aKOHaM H  JAPYTUM
HOPMAaTHBHO-IIPAaBOBBIM akTaMm Poccuiickoii denepanni.

3ammTa WHQOPMAMU OTPAHWYECHHOTO JIOCTyNa TPEACTaBIsIeT COO0OH  MpHUHATHE
OpraHM3alMOHHBIX U TEXHUYECKUX MEp, HAllPaBJICHHBIX Ha:

coOmoieare KOH(DUICHINAIBHOCTH HHPOpMannH (MCKIIIOYSHNE HEPaBOMEPHOTO JJOCTYIIa,
KONTUPOBAHWUS, TIPEJOCTABIICHHUS W PACIIPOCTPaHEHUS HH(OPMAIIHH);

oOecrieyeHne 1eT0CTHOCTH HHPOPMAIUK (MCKITIOUYCHHE HEMPAaBOMEPHOTO YHUYTOKEHUS
WA MOTU(UIIMPOBAHUS HHPOPMALINH);

peayn3alnuio mpaBa Ha JOCTyI K HHPOpMaH (UCKIII0OUEHHE HEMPAaBOMEPHOTO OJIOKUPOBaHHUS
uHpopmanun).

CpenctBa 3auThl HHPOPMAIMK BHEJPSIIOTCS 110 PE3yJabTaTaM MPOBENEHUS OLIEHKH PUCKOB
MH(}OpPMaLMOHHON OE30MaCHOCTH.

Opranusanus 3amuThl HHGOpMaALHN

[Ipu opranmzamuu B I'BJAOY 3ammrtsl nHbopManuu, NOHKHBI BBIIOIHATHCS TpeOOBaHUS
@enepanpHoro 3akoHa OT 27.07.2006 Ne 149-®03 «O06 wuHbpopmanmu, HHPOPMAITMOHHBIX
TEXHOJIOTUSAX M O 3aluTe HH(OpMaLMW», KOTOpbIE PErylIupyIOT OTHOLIEHHS, CBS3aHHbIE
C YCTaHOBJIEHUEM, U3MEHEHUEM U MTPEKpallleHuEM peskruMa 00paboTKH 3alMiaeMoi HH(OpMaLnu.
B ToM uncne tpeGoBaHus O 3amuTe MHPOPMAIMH, HE COCTABIIAIONIEH TOCYJapCTBEHHYIO TaiiHYy,
coJiepkalieiicss B TrocylapCTBEHHBIX HH(GOPMAIMOHHBIX CHCTEMax YTBEP)KICHHBbIE MPHUKA30M
OCTIK Poccun ot 11.02.2013 Ne 17 «O6 yrBepxaeHUH TpeOOBaHMI O 3amuTe MHGOpPMAIH,
HE COCTAaBSIIOMIEH  TOCYJApCTBEHHYIO  TalHy, cCoOJepKamleics B TOCYJapCTBEHHBIX
MH(GOPMALMOHHBIX CUCTEMAX» JUIsl TOCYJApCTBEHHBIX MH(POPMAIMOHHBIX CHCTEM IO KOTOPBIM
I'BIOY sBnsiercs Onepatopom.

B I'BJIOY nmoMumMo peanu3aiui OCHOBHBIX MEP 3aIIUTHl HH(OOPMAITUU OCYIIECTBIISETCS:

peryiasipHas OLEHKa M  YIOpaBJICHME pUCKaMH MH(POPMALMOHHOM  0€30macHOCTH
B COOTBETCTBUU C YCTAHOBJIEHHBIMU IIPOLIETYPaMHU B OOJIACTH yIIPABJICHUS PUCKAMU;

nH(pOpMHUpOBaHUE, o0yueHue u MOBBIIICHHUE KBaTM(UKAITIH PabOTHUKOB
I'BAOY B chepe napopmamoHHOM 6€3011aCHOCTH;

METOJMYECKass IOMOINb paboOTHUKaM B BoIpocax obOecnedyeHus HH(GOPMAMOHHON
0€30I1aCHOCTH;

aHaJIM3 ¥ OMCK BO3MOKHOCTEH 10 MOBBIICHUIO YPOBHS 3aIIMIIEHHOCTH HH(pOPMAaLIHU.

Jlnst opranuzanuu 3anuTthl nHGopManuu, 'BJIOY BnpaBe mpuMeHSTh CpeACTBAa U METOIbI
TEXHUYECKOM 3alluThl, NpPEANpPUHUMATh JApYrue, HE IPOTUBOPEYAlIME 3aKOHOIATEILCTBY
Poccuniickoit deneparuu, MepHI.

B pamkax oGecrieueHus 3aluThl ”HPOPMALIUH, B PaMKaX TPYIOBBIX OTHOIIEHUI HEOOX0UMO
O3HAKOMHTH I10]1 POCIIUCH PAOOTHUKOB, IOCTYI KOTOPBIX K MH(OPMAIIUU OTPAaHUYEHHOTO JOCTYIIA,
HE00XO0/AUM J|JIsl BBIIIOJIHEHHSI UMU CBOUX JOJDKHOCTHBIX 00513aHHOCTEH, ¢ epedHeM HHpopMaLuuu
OrpaHUYEHHOro A0ocTyna, u npuHAThIMU B ' BJIOY Mepamu 3amursl nHGOpMaIuy.

Oco0eHHOCTH 3aIUTHI IEPCOHAILHBIX JAHHBIX

IIpu opranmsamun  o6pabotku B I'BJIOY mnepcoHanbHBIX JaHHBIX HEOOXOIMMO
pYKOBOJACTBOBaThCsl TpeboBaHusMu DenepanbHoro 3akoHa ot  27.07.2006 Ne 152-03
«O mepCOHANBHBIX JAHHBIX?.

Ilepeuenp Mep, BbINONHEHHE KOTOphIX obecreunBaer ['BJIOY B kadecTBe omeparopa
MIEPCOHAIBHBIX JaHHBIX, TOJDKEH BKIHOYATh:

HaszHaueHue B 'B/IOY oTBeTcTBEHHOI0 32 OpraHu3aio 00paboTKH MEPCOHANBHBIX JaHHBIX;

pa3paboTKy JOKYMEHTOB, ONPEACIIAIOMINX IPaBUIa B OTHOIICHUN 00pabOTKHU EepCOHATBHBIX
nanublX B 'B/1OY, okanbHBIX aKTOB IO BOIIpocaM 00pabOTKH MEPCOHATIBHBIX JaHHBIX;

NPUMEHEHHE OPraHU3allMOHHBIX W TEXHUYECKUX Mep MO0 oOecredyeHuio 0e30MacHOCTH
NEPCOHATBHBIX JAHHBIX B COOTBETCTBUHU cO cTaTthedl 19 denepanbhHoro 3akona ot 27.07.2006
Ne 152-03 «O nepcoHaNbHBIX JaHHBIXY,



BBITIOJTHEHUE TPEOOBAHUII IO COCTABY U COJIEPKAHUIO OPTaHU3AIMOHHBIX U TEXHUYECKHX Mep
1o o0ecrneyeHno Oe30MaCHOCTH MEPCOHATBHBIX JAaHHBIX MPU X 00paboTKe B WH(POPMALIMOHHBIX
crcTeMax NMepcoHAbHBIX AaHHBIX yTBep K IEHHBIX [Ipukazom @CTIK Poccun ot 18.02.2013 Ne 21
«O0 yTBepXKIEHHH COCTaBa M COJICPKAHMUA OPraHMU3ALMOHHBIX M TEXHUYECKUX Mep IO
oOecrieyeHnI0 0€30MAaCHOCTH TEPCOHAIBHBIX JAHHBIX MpPU MX 00paboTke B MH(POPMAITMOHHBIX
CUCTEMAaX MEPCOHAIBHBIX JAHHBIXY;

OLICHKY Bp€Ja, KOTOpPbI MOXKET ObITh MPUYMHEH CYOBEKTaM MEPCOHAIBHBIX JaHHBIX
B ciydae Hapymenus DenepanpHoro 3akoHa Ne 152-D3, cooTHomIeHWE YKa3aHHOTO Bpena
Y TIPUHAMAEMBIX OTIEpAaTOPOM Mep, HaIpaBJIEHHBIX Ha 00eCreueHNe BHITIOTHEHUS! 00SI3aHHOCTEH,
npenycmorpeHHbix denepanbabiM 3akoHOM Ne 152-D3;

o3HakomiieHne paboTHukoB ['BJIOY, HemocpeacTBEHHO OCYILECTBISAIOMUX 00pabOTKy
MEPCOHAIBHBIX JAaHHBIX, C IOJOXKEHUSAMHM 3aKoHonarenbcTBa Poccuiickoit  ®enepaunu
O TEpPCOHAIbHBIX JaHHBIX, B TOM 4YHUCJIE€ TPeOOBaHUSAMH K 3alIUTE NEPCOHAIBHBIX JaHHBIX,
JTOKyMeHTamu, omnpeaesiiomumu TpedoBanust ['BJIOY B oTHomeHun 00paboTKU MEPCOHATBHBIX
JAHHBIX U 00y4eHue, Npyu HeoOXOJMMOCTH, YKa3aHHbBIX paOOTHHUKOB.

O6ecnieuenne 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX JIOCTUTAETCS, B YACTHOCTHU:

OTpeJeNIeHueM yrpo3 U  HapymuTened  0e30MacHOCTH  IMEPCOHAIBbHBIX  JaHHBIX
pHu UX 00paboTKe B MHPOPMAIIMOHHBIX CUCTEMAaX IEPCOHAIBHBIX TaHHBIX;

OTIpEJIeICHUEM YpPOBHS  3alUIEHHOCTH TIEPCOHANBHBIX JAaHHBIX B COOTBETCTBUH
¢ TpeboBanusmu [locranosienus [IpaBurenbcra Poccuiickoit @eaeparuum ot 01.11.2012 Ne 1119
«O06 yTBepkAeHMU TpeOOBaHMM K 3alUTe MEPCOHAIBHBIX JAHHBIX MpPU HUX 00paboTke
B UH(OPMAIIMOHHBIX CHCTEMaX MEPCOHATBHBIX TAHHBIX»;

MPUMEHEHHEM MPOIIEIIINX B YCTAHOBJICHHOM MOPSAKE MPOLEAYPY OLEHKU COOTBETCTBHS
CPEICTB 3alIUThl HH(OPMaLIUK;

OLIEHKOH 3((EeKTUBHOCTH NPUHUMAEMBIX MEp IO 3aIUTE NEPCOHAIBHBIX JAHHBIX 0 BBOJA
B 9KCIUTyaTalMio HHOOPMALIMOHHONW CHCTEMBI IEPCOHAIBHBIX IaHHBIX;

BOCCTAHOBJICHHEM IIEPCOHAIBHBIX ITaHHBIX, BCJIEACTBUE MOTY4YE€HUSI HECAHKIIMOHUPOBAHHOTO
JOCTyIa K HUM;

YCTAaHOBJICHHMEM TpaBWJI JOCTyla K IIE€PCOHAIBHBIM JAaHHBIM, 00pabaThIBaeMbIM
B MH(OPMAIMOHHBIX CHCTEMaxX IMEPCOHAJIBHBIX JAHHBIX, a TaKKe 00ECHEUYEeHHUEM pPErucTpaLun
U y4deTa BCeX JICHCTBHIM, COBEpLIaEMbIX C IEPCOHATIBHBIMH IAHHBIMHU B MH(POPMAIIMOHHBIX CHCTEMaX
NEePCOHAIIBHBIX JAHHBIX;

KOHTPOJIEM 32 IPUHUMAEMbIMHU MEPAMH I10 3aLUTE 1EPCOHAIBHBIX JAHHBIX U OIIPEIEIEHHOIO
YPOBHSI 3aIlMIIEHHOCTH HH(MOPMALMOHHBIX CHUCTEMax IEPCOHANbHBIX JaHHBIX B IIpolecce
ee KCIUTyaTaluu.

5 OCHOBHBIE TPEBOBAHUSA K IPOHECCAM OBECIIEYEHHUSI
NHO®OPMAIIMOHHOMU BE30OITACHOCTH

Metoanueckoe pyKOBOACTBO, pa3pabOTKy pelIeHuH 10 3aluTe HHPOPMaLuH, COrIaCOBAHUE
BbIOOpPA CPE/ICTB BBHIYMCIUTEIBHON TEXHUKH, IPOrPAMMHBIX U IPOrPaMMHO-ANMAPATHBIX CPEJICTB
3alIUThl MH(OPMALMK, OPraHU3aLUI0 PA0OT MO BBISBICHUIO BO3MOXKHOCTEH U MPEAYNPEXICHHIO
yT€UKM W CBOWCTB 3alluIaeMOd HH(OpMaluM, aTTecTaluio OOBEKTOB HH(pOpMaTU3ALUU
OCYILECTBIISAIOT KOMIIETEHTHBIE CTPYKTYpHBbIe noapazaenenus ['5OY.

Pusuyeckas 0e30MaCHOCTH

[IpuHATHIE OpraHM3allMOHHBIE M TEXHMUYECKHME Mepbl mo 3amute nomemenuid ['BJIOY,
CEepBEPHOT0O M KOMMYTAllMOHHOTO OOOpYAOBaHUS, AaBTOMAaTU3MPOBAaHHBIX pabOYUX MeECT
noJib3oBatesneit nHpopmaronHsix cucteM I'B/IOY obecneunBaroT peaau3anuo CIeayomux Mep
o

pasrpaHuueHuio joctyna paboTHukoB B nomemenuss ['BJIOY B cooTBercTBUHM € HX
MOJTHOMOYHSIMH U JIOJDKHOCTHBIMU 00SI3aHHOCTSIMU;

peructpanuu (aktoB BXoJa paOOTHUKOB B MOMEUICHHS B KOTOPHIX BeneTcsa oOpaboTka
[IEPCOHAJIbHBIX JIaHHBIX;



KOHTpoJupyeMoMy TipeObiBaHui0 moctoporHux mui B ['BJIOY B momernieHus, B KOTOPBIX
BezieTcs 00paboTka MH(pOPMAIMK OTPAHUYEHHOTO JAOCTYIAa U pa3MeEIIeHBl alnapaTHbIe CPeACTBa
MH(POPMAIIMOHHOHN CUCTEMBI,

OpraHu3alluy PeKUMa KOHTPOJIMPYEMOTO BHOCA/BBIHOCA CPEACTB 00pabOTKH HH(POPMALIHH.

[omemenuss I'BJAOY nomwkHel OBITH 000pPYIOBaHBI JETEKTOpAMH OTHA M JIbIMA,
OTHETYIIUTENSAMHU, CUCTEMaMU KOHJMIMOHUPOBAHUS BO3/yXd, CPEACTBAMHU OXPAaHHO-TIOXKApHOMN
CUTHAJIM3al1H.

OcHoBHOE cepBepHOE U KomMmyTannoHHoe oobopynoBanue ['bJIOY 10mKkHO OBITH 3aITUIIIEHO
0T mepeOoeB B 1M01a4€ AIEKTPOIHEPTUU IIYTEM MOKITIOUEHUS K AJIEKTPOCETH C MPUMEHEHHEM

HMCTOYHUKOB Oecriepe0OMHOTO IMHUTAaHWUsS W PE3EpPBHOTO JH3eb-TeHepartopa. VICTOYHWKH
OecriepeOOMHOr0 MUTAaHUST HEOOXOAUMO PErylIIpHO TECTUPOBATH M MPOBEPSATH YIOJIHOMOYCHHBIM
pabotHukaMm ['BJIOY B cOOTBETCTBUU C pEKOMEHAALUIMHU TPOU3BOIUTES.

[TopTaTuBHBIE TEXHMYECKHE CpEACTBA HE JIOJDKHBI OCTaBaThCsl 3a  MpeleiamMu
koHTposmpyemoit 3086 ['B/IOY 6e3 koHTposis co ctoponsl paboTHukoB ['BIOY.

Be3onacHocTs Ha pabouyem MecTe

3anpemiaeTcs BECTH 3allMCh IMapoJied B OTKPHITOM BHJE Ha MaTepUaIbHBIX HOCHUTEIS,
3a UCKJIIOYEHUEM CITy4aeB, PErIaMeHTUPOBAHHBIX METOJIOB XpaHEHUS.

JIOKyMEeHTBI U HOCUTENTH C WHGOpPMAIMel OTPaHMYEHHOTO JIOCTYIa JIOJDKHBI yOWpaThes
B omnedareiBaeMble MecTa (celdpl, mradbl © T.01.), OpU yxXoae C pabodero Mecra.
Ha aBTomatusupoBanHoM pabouem mecte [lonbp3oBarens paboyas ceccust I0JKHa ObITh IPEpBaHa,
paboumnii cTOJI 3a0NOKMpOBaH. Bxoa mosb30BaTeNsi B CHUCTEMY HE JOJKEH BBITOIHATHCS
ABTOMAaTHUYECKH.

JlokyMeHTBI, cojepXkalue HHQOpPMAlMI0 OrpaHUYEHHOTO JOCTyHa, MJOJDKHBI —cpasy
M3bIMAThCS M3 MeYaTaloluX ycTpoucTB. s yTunmszanuu KOHOUACHLIHAIbHBIX JAOKYMEHTOB,
JOJKHBI MCITOJIB30BaTbCA YHUYTOXKUTENIN JIOKYMEHTOB HE HM)KE 4 YpOBHS IO CTaHIApTy
0€30MacCHOCTH, MPUMEHIEMOMY K YHUUTOKHUTEISM JTOKYMEHTOB.

[Ipn wucmonp30BaHMKM MOOWIBHBIX TEXHUYECKHX CPEIACTB HEOO0XO0auMO COOJI01aTh
JOTIOTHUTEIbHBIE MEPBI MO pEeriiaMeHTAlli M KOHTPOJIIO MCHOJb30BaHUS B MH(GOPMAIMOHHOMN
CUCTEME MOOMIIbHBIX TEXHUYECKUX CPEJICTB.

HaxoxxneHue mnpencraButenedl FOPUAUYECKUX JIMII B PAMKaxX MCIOJHEHHS JIOTOBOPHBIX
00s3aTeNbCTB B INOMEIIEHUSX B KOTOPBHIX BeleTrcs 00paboTka WHGOpMAalUU OrpaHUYEHHOTO
J0CTyna HHPOPMAIIMOHHON CHCTEMBI, BO3MOYXKHO TOJIBKO B COMPOBOXACHUH padoTHuKa ['BJIOY
JOTYIIIEHHOTO 70 00pabOTKH Takoi WHMOpMaIuu.

Pa3memienne TeXHWYECKMX CpeACTB BbIBoAa wuHMopmanuu B mnomenieHusx [BJIOY
MIPOU3BOJIUTCS C YYETOM HCKIIOYEHHS] BO3MOXXHOCTHU BH3YAJIBHOTO MPOCMOTpa HHGPOpMAIUU
MMOCTOPOHHUMH JIMLIAMU M paOOTHUKAMHU, HE JIOMYIIEHHBIM K paboTe ¢ JaHHOH nH(opManuei.

Texnuyeckne cpencTBa AODKHBI pa3MelIaTbCsl M XPAHUTHCS TaKUM 00pazoM, YTOOBI
COKpaTUTh BO3MOXHBII PUCK MOBPEXKIEHUS U YIPO3bl HECAHKIIMOHUPOBAHHOTO TOCTYIIA.

Texnnueckoe o0caykuBaHue 000py10BaHUS

Texunueckue cpeacrBa I'BJIOY nomkHBI MPOXOAUTH HA PETrYISIPHOM OCHOBE CEPBUCHOE
00cyKMBaHUE B COOTBETCTBHH C PEKOMEHIAIMSAMH MPOU3BOAUTENEH 000pyI0BaHUS.

PeMoHT u cepBucHOe oOcnyxuBaHHe OOOpPYIOBAaHUS MJOJKHBI BBITIOJHATHCS TOJBKO
KBaJIM(DUIIUPOBAHHBIMY CIICIIHATUCTAMH.

Texuudeckoe oOcmyXuBaHHE OOOPYAOBAHMS CTOPOHHUMHU OpPraHU3ALUAMU HE JOJDKHO
MIPUBOJIUTH K PUCKY HAPYIIICHUS KOHPHUISHIIUATHHOCTH 3alIUIIaeMOi HH(pOpMAIIHH.

B3aumopneiicrBue ¢ TpeTbUMHU JTHIAMH

B nensx obecneuenus uHpopmanuonHoii 6ezonmacHoctu ['BJIOY mpu B3aumopaeiicTBumn
C TPETHbUMHU JIMLIAMH JIOJKHO BBITIOJHSTH CIEIYIOLINE MEPOTIPUATHS TIO:

3aKJIIOUEHHUI0 COTJIAIICHUS O HepasrIalleHnd WHGOPMAaIllMd OTPaHHYEHHOTO JOCTYIa
MOJIy4E€HHOU B X0/1€ UCTIOTHEHHUSI IOTOBOPHBIX 0053aTEIbCTB;

OCYIIECTBJICHUIO KOHTPOJISI 332 JACUCTBUSAMU MpPEJICTABUTENIEd KOHTPAreHTOB B Ipeaenax
KoHTpoaupyemoi 308b! [ BZIOY.



YnpasJ/ieHue :KM3HEHHBIM HUKJIOM HH()OPMALMOHHBIX CHCTEM

MepornpusThs B MPoIiecce KU3HEHHOTO IuKiIa nHpopManmoHHbX cucteM ['BJI0Y nomkHb
OBITh HANPABJICHBI HAa O0ecIeueHNE 3aUThl HH(OPMAIIMU TIPH BBOJIC B JICHCTBUE, IKCILTyaTAIIHH,
COITPOBOXKACHUHU U MOJICPHU3ALIMH, BBIBOJIA U3 DKCILTYaTallHH.

OcHoBanneM IpH pa3pabOTKe MHPOPMALMOHHBIX CHUCTEM JIOJDKHBI SIBIISITHCS PEIICHUS
NPUHATHIE HA CTaguu (OPMUPOBAHUS TPEOOBaHWM, coepkKaliue TpeOOBaHHS B TOM YHCIE
10 CHUCTEME 3alUThl HHPOPMAIIIH.

JIroboe  TuTaHMpyeMOe K BHEAPSHUIO  U3MEHEHHWE  MH(POPMAIIMOHHOW  CHCTEMBI
MPEABAPUTEIIBHO JIOJDKHO OBITh MTPOAHATM3UPOBAHO HA COBMECTUMOCTh M OTCYTCTBHE HAPYILICHUM
paboTOCIIOCOOHOCTH CHCTEMHBIX KOMIIOHEHTOB B TOM YHCJIC CPE/ICTB 3alIUThI HH()OPMAIIHH.

PaGotel 1o MonepHHM3anMM WHGOPMAIMOHHON CHCTEMBI, B TOM YHCJIC II0 YCTaHOBKE
MIPOrPaMMHOTO 0OeCTIeueHUS U 0OHOBIICHUH, JOJDKHBI TPOBOJAUTHCS B HEpabodee BpeMsl MITH BPeMs
HaWMEHbIIIEH pabouei Harpy3KH.

[Ipu BBIBOJE U3 OIKCIUTyaTallid WH()OPMAIMOHHBIX CHCTEM JIOJDKHO OOECreYrBaThCS
rapaHTHPOBAHHOE yJaJIeHHe 00padaThiBaeMO M XpaHUMOM B HUX HH(GOPMAIUH C UCTIOJIb30BAHUEM
CPEJICTB TapaHTUPOBAHHOTO YHMUTOXEHUS MHPOPMALUU WM TTyTeM (U3HUYECKOTO YHUUYTOKCHUS
HocuTesnel nHpopmaIuu.

Bce mnpouenypel obecriedeHusi 3amuThl MHPOpManuM, yctaHoBieHHble B ['B/IOY
B OTHONIEHWHW WH(POPMAIMOHHBIX CHCTEM, JOJDKHBI BBITIOJHATHCS ¥ KOHTPOJHUPOBATHCS
OTBETCTBEHHBIMU JIUI[AMH 32 OPTaHU3AIMIO PA0OT 10 3a1uTe HHHOPMAITHH.

KoHnTpoJsb nocryna k ”HGOPpMALMOHHBIM CHCTEMAM

Bce pabotnuku I'B/I0OY, nomymennsie k paboTe ¢ HHGOPMALMOHHBIMU CUCTEMAMH HECYT
MEePCOHANBHYI0O OTBETCTBEHHOCTh 3a HapYIICHUS YCTAaHOBJICHHOTO TMOpsaKa 00paboTKH
uH(popMaInH.

VYpoBeHb momHOMOYMH ToNb30BaTeNnss B uWHMopmarumonHoi cucreme ['BJIOY momken
OTIPEIENATHCSA B COOTBETCTBUU C €r0 JOJHKHOCTHBIMU 00S3aHHOCTSIMHU.

JlocTtyn nosib3oBaTeneit k nHpopmanmonasiM cucteMam ['BJI0Y nomkeH KOHTpOTHPOBATHCS
aJIMMHHUCTPATOPOM HH(OPMALIMOHHON CUCTEMBI.

Ocy1iecTBiIeHHE PETYISIPHOTO KOHTPOJIS BBIIOJIHEHUS! OPTraHU3allMOHHO-PACIOPAIUTEIbHBIX
JOKYMEHTOB, KacalolIuXCsl periiaMeHTanuu aonycka pabotHukoB ['BJIOY k mHbOpMaIoHHBIM
CUCTEMaM.

Nnentndukanusa u ayreHTHPUKATMS

Hoctyn nonp3oBaTeneldl K UHPOPMAIIMOHHBIM CHUCTEMaM JIOJDKEH MPEIOCTaBISATHCS TOJIBKO
MIOCJIE YCIICUTHOTO 3aBepLICHUS UICHTU(UKALNY, ayTEHTH(PUKAIIUH.

[Tonyuenue mnosib3oBaTeneM HMEHM B HHGPOPMAIIMOHHON cHCTEME W MapoJis, KOTOpPbIE
oOecreunBarOT JOCTYH K HWHGOPMAIMOHHOM cHUCTEeME, JOJDKHO  OCYIIECTBIATHCA 10
MPEACTABICHUIO PYKOBOJUTEI S CTPYKTYPHOTO MOAPA3IEICHUS.

YupasiieHue 10CTYIIOM

B I'B/IOY nom&HO OCYIIECTBIATHCSA YHpPaBIEHUE NOCTYIIOM K WH(GOPMAIMOHHON CHUCTEME
MOCPEJICTBOM peallu3allid HEOOXOIAMMBIX METOJOB, THIIOB W TMPABUJI pa3TPaHUYCHHS IOCTYyMa
nojb3oBarenssM uHpopmarmonHoit cucrembl ['BJIOY. B ToM uuncie obecrniedeH 3alivIeHHBIN
yIaJeHHbIA JOCTYINl CYOBEKTOB JOCTyMa K 00BbEKTaM JOCTyIa 4Yepe3 BHEIIHHWE MH(OpPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIE CETH.

Be3onacHocTs npu padore ¢ HOCHTENAMH HHPOPMALMH

Pa6ornukun I'BJIOY [omKHBI HCIMONB30BaTh TOJBKO YYTEHHBIE CHEMHBIE MAIIMHHBIE
HOCHUTENU WH(pOpMAIMK AJs BBIMOJTHEHUS CBOMX JIOJDKHOCTHBIX OOsi3aHHOCTed. Mcmonp3oBanue
CHEMHBIX MaITUHHBIX HOcuTened nHpopmaruu B 'bJIOY B UHBIX TIENAX CTPOTO 3aMpeIieHo.

CpeMHBIE MAalIMHHBIE HOCUTENH HH(DOpPMAIMKM JOJDKHBI XPAHUTCS B OIEYATHIBAEMBIX
mkagdax, B MOMEHIEHUSIX B KOTOPHIX MpeaycMoTpeHa oOpaboTka MHGOpPMAIUU OTPaHUYEHHOTO
JOCTyTIA.

B cnyuae kpakul WM IOTEPU CHEMHOTO MAITMHHOT'O HOCUTENS HH(POPMAIINHU, & TAKKE UHBIX
WHIIUJCHTOB, KOTOpPbIE MOTYT MPUBECTH K HAPYIICHHIO CBOMCTB WH(OpPMAIUK OTPAaHUYCHHOTO
JOCTYNA, AOJKHBI POBOAUTHCS MEPOIPUATHUS 110 PACCIEAOBAHUIO TAKUX UHIIUICHTOB.



[Ipu BBIBOJIE M3 AKCIUTyaTAIlMM ChEMHOT0 MAIIMHHOTO HOCUTEISE HH(pOpMAIUH, BCE JIaHHbIE,
XpaHsIUecss Ha HEM, JIOJDKHBI OBITh YIAJIICHBI ONPEICICHHON KOMHUCCHEH M3 yhciia pabOTHHKOB,
CPEACTBOM rapaHTUPOBAHHOTO YHUYTOXECHUS WH(POPMAIIUH.

@aKkT yHUYTOXKEHUS HH(POpPMAIMM HA CHEMHOM MAIIMHHOM HOCHTENE HWH(POPMALUU
¢ukcupyercss B akte 00 YHMUYTOXKEHMHM HHOOpPMAIMM CO CHEMHOTO MAIIMHHOTO HOCHUTENS
uHpOpMaIuu.

Perucrpanusi coobITHil

B TI'BAOY nomkHa  OCYIIECTBISITBCS ~ PErHCTpAllMM  COOBITUM  ©€30mMacHOCTH
Ha Bcex KommnoHeHTax wuHpopmanuoHHbix cucteM ['BJIOY, B koTtopeix o00pabaThiBaeTCs
3amuinaeMasi iHpopMarIusi.

AHTHBHPYCHAs 3a1UTA

B mensx oOHapyxeHHs W ycTpaHeHHUs BpeAoHOCHBIX mporpamm B ['BJIOY  nomkHbI
HCIO0JIb30BATHCA CPEJICTBA AHTUBUPYCHOM 3aIIUTHI HH()OPMAIIHH.

OO0s13aTeIbBHOMY KOHTPOJIIO CPEJICTBOM aHTUBUPYCHOM 3alIuThl MHGOpPMAaIMU JI0JKHA
noanexarb Jro0as uHPopMmanus (TekcToBble (aliabl 00bIX (QopmaToB, (aiibl JaHHBIX,
ucroJIHsAeMble (paiibl), MmoydaeMas W IepeaBaeMasl MO JIOKAIbHOW BBIUMCIMTEIBHONW CETH
B TOM 4YHCIIE€ U CETAM OOIIEero mnojb30BaHMs, a Takke HH(OpMalMs, XpaHUMas Ha ChEMHBIX
MalIMHHBIX HOCUTEISAX UHPOpMAIIH.

[Ipn ycraHoBke mporpaMMHOro oOecredeHHus WIM ero OOHOBIIEHHS Ha CEBEpHOE
o0opy/noBaHHEe JOJHKHA AaBTOMATHYECKHU BBIMIOJHATHCS Ipe/BapUTeNbHAs MpPOBEPKa JaHHOTO
MIPOrpaMMHOTO 00€ecIiedeHHsI Ha OTCYTCTBHE BPEJOHOCHOTO MPOTPaMMHOI0 00ecieueHu .

Oo6HoBneHue 6a3 CUrHaTyp AJsl CPEeACTBAa aHTUBHUPYCHOM 3alUThl MH(OPMALUU JOJKHBI
OOHOBIIATLCS €KETHEBHO.

[Tonws3oBarenu 6e3 paB aMUHHUCTpAToOpa MH(GOPMaMOHHOU CHCTEMBI
I'BAIOY He A0MmKHBI UMETh BO3MOYKHOCTH TOJIYYCHHS JOCTYyIa K KOHGUTYpaIllid aHTUBHPYCHOTO
CpeZICTBA 3aLIUTHI WM €r0 OTKIOYEHUS.

KoHTpOo/1b 321IIMIIIEHHOCTH NIEPCOHAIBHBIX JAHHBIX

B nensx uckimroueHus SKCIUTyaTallMH YS3BHUMOCTEH MpPOTpaMMHOIO 0OecnedeHus JOJKHBI
MPOBOJUTCS pabOThl MO BBIABIEHUIO, aHANIM3Y YSI3BUMOCTEH WHGOPMAIMOHHON CHCTEMBbI
U OIEpaTUBHOE YCTPAaHEHHWE BHOBb BBISABICHHBIX YsI3BUMOCTeH. B Tom wuwmcie opraHusanus
KOHTPOJISI YCTaHOBKH OOHOBJICHHSI IPOTPAMMHOIO OOecleyeHus] BKJIIOYas CpPEICTB 3allUThI
nHpopMaIuu.

Hcnonb30BaHne NPpOrpaMMHOro odecrneyeHust

Bri6op mnporpammHoro obGecrieueHus sl Tpou3BojACTBeHHBIX HYxa ['BJIOY momken
MIPOU3BOJUTECA B IMPHOPUTETE K OTEYECTBEHHOMY, BHECEHHOTO B ENMHBINA peecTp pOCCUUCKHUX
MpOrpaMM JJisi 3JEKTPOHHBIX BBIYMCIUTENBHBIX MAallUH U 0a3 JaHHBIX. B ciaywyae oTcyTcTBUs
aHaiora B EquHOM peectpe poCCHMCKUX MPOTPaMM JJIsl AIEKTPOHHBIX BBIUMCIUTEIbHBIX MAlIuH
u 0a3 J[aHHBIX [IOMYCKAeTCS HCIIOJb30BaTh MPOTPAMMHOTO OOECHedYeHHe HMIIOPTHOTO
MIPOU3BOJICTBA.

HUcnoab3oBanme cpeacTB KpunTorpapuyeckoi 3ammTbl HHGOpMaun

Ob6ecrieyenue 3amUThl HHGOPMALIMKM OTPAHUUYEHHOTO JIOCTYIA OT PACKPBITUS, MOAU(DUKAIINH
Y HaBsA3bIBaHUS (BBOJA JIOXKHOW WHGOpMalM) mpH ee mepenadye (MOJArOTOBKE K Iepeaaye)
M0 KaHallaM CBSI3M, HMMEIOIIMM BBIXOJl 3a MpeAeibl KOHTPOJIUPYEMOU 30HBI OOecreyuBaeTCs
IIPUMEHEHHEM CPEJCTB KPUNTOrpapuuecKoi 3auThl HHPOPMALIUH.

IIpuobperenne  cpeacts  kpunrorpaduueckoi  3amutel  uHpopmammu — I'BJIOY
OCYILIECTBJISIETCSI HA OCHOBAHUM JIOTOBOPOB M KOHTPAKTOB C JUIAMH MMEIOIIUMHU JEUCTBYIOIIYIO
muuen3uio GChb Poccum Ha ocCyllecTBIEHHE AEATENBHOCTH MO pa3paloTKe, MPOU3BOJICTBY,
pacrpocTpaHeHUIo MU(POBATBHBIX (KPUNTOrpauyeckux) CpeicTB, MHPOPMALMOHHBIX CHUCTEM
U TEeNeKOMMYHHUKALMOHHBIX CHCTEM, 3allMIIEHHBIX C HCMOJb30BAaHUEM IIHU(PPOBAIBHBIX
(xpunTorpau4ecKrux) CpesCTB, BHIMOJHEHHIO PadOT, OKA3aHHIO YCIYT B 00JacTU HMIU(pPOBaHUS
uHbOpMAIUY, TEXHUUYECKOMY OOCTY)KHBAaHUIO IH(PPOBAIBHBIX (KPUNTOrpa(uUYecKux) CpejCTB,
MH(POPMALIMOHHBIX CUCTEM U TEJIEKOMMYHHKAIIMOHHBIX CHCTEM, 3AIUIIEHHBIX C UCIIOJIb30BaHHEM
U QpOBaATBHBIX (KpUOTOrpadUUECcKUX) CPEACTB (3a HCKIIOUEHHEM CIydas, €ClIM TeXHHUYECKOe
oOciy)kuBanue MHUGPOBATBbHBIX (KpUOTOrpagUIEecKuX) CpeAcTB, HH(GOPMAIMOHHBIX CHUCTEM



U TEIEeKOMMYHUKALMOHHBIX CHCTEM, 3allMIIEHHBIX C MCIOJb30BaHUEM HIM(POBATBHBIX
(xpunTorpau4ecKux) CpEenCTB, OCYLIECTBISETCS Ui oOecredeHus: COOCTBEHHBIX HYKA
IOPUAMYECKOTO JIMIA WIM UHIUBUAYAIBHOTIO IPEAIPUHUMATES).

B memsx opraHmzammu M oOecriedeHHM Tmepenayn HMH(OpManuu MO KaHalaM CBSI3U
C HCIIONB30BAaHUEM CPEICTB KPUNTOTpapuuecKOW 3aluThl WHPOPMALIMU, a TAKXKe BBITIOIHEHUS
muneH3noHubix  TpeboBanmii D®Cb Poccum B I'BAOY gnomkeHn ObITH co31aH  OpraH
KPUITOTpapHIECKOM 3aIIUTHI.

[Mopranbusie pemenus 'BJJOY ¢ BO3MOKHOCTBIO JOCTyMa ¢ ceTel OOIIEro moJib30BaHUs
JOJKHBI B IIPUOPUTETE pa3padaThiBaThCs C OpraHU3alyell 3alMIIEHHOr0 KaHaja MOCPEICTBOM
nporokosia TLS ¢ moanepxkkoit asroputmos 'OCT 34.10.

Hcnonb3oBanue 371eKTPOHHOM NMOYTHI

DneKTpoHHas mouTa JoJbKHA ucnosib3oBaThess B ['BJIOY ¢ menbio opranmszanuu oOmeHa
AJIEKTPOHHBIMU ~ COOOLIEHUSIMH MeEXAy paOOTHUKaMU U CyObeKTaMu HMHQPOPMAIMOHHOMN
0€30MacHOCTH.

[Ipyn nucronb30BaHNUK IEKTPOHHOM MOYTHI 3alIpELIACTCs:

oOMeH nHdopmanuen uis cirykeOHOTro MOJIb30BaHMs, a TaKKe HHPOpMaIel OrpaHnYeHHOTO
JIOCTYTIa;

MIPEeIOCTaBJICHNE JJOCTYIA K 3JIEKTPOHHOM MOYTE C MCIOJIb30BAHNEM JAHHBIX CBOEH y4ETHOM
3aMMCcy TPETHUM JIMIIAM;

MyOJIMKAIMs CBOETO CIYKEOHOTro ajpeca AIEKTPOHHON MOYTHI B 3JEKTPOHHBIX KaTajorax,
Ha MOWCKOBBIX MAallMHAX W JPYIHX pecypcax ceTh VIHTepHeT B 1LensiX, HE CBS3aHHBIX C
HCIOJIHEHUEM CBOMX JIOJDKHOCTHBIX 00S3aHHOCTEH;

MOAMMKCKA MO IEKTPOHHOU MOYTE HA pa3IMYHbIe PEKIaAMHbIE MAaTEPUAIIbl, JTUCTHI PACCHLIKH,
AIIEKTPOHHBIE KYpHAJIbI U T.J., HE CBA3aHHbBIE C BBINOJHEHHEM IOJIb30BaTENIEM JOJKHOCTHBIX
0053aHHOCTEH;

OTKpBITHE (3aIlyCK Ha BBITIOJHEHHE) (DANUIOB, TMOJYYEHHBIX IO JJIEKTPOHHOW TIOUTe
win u3 pecypcoB cetu HHrepHer, 0e3 mNpeaBapuUTENbHON NPOBEPKH HX aAHTHUBUPYCHBIM
MIPOrPaMMHBIM O0ecreueHHEM.

Pabora B ceTsix 0011€r0 M0/J1b30BAHNUS

I'BJIOY ocraBisieT 3a co00i TpaBo OJIOKHPOBATH WJIM OTPAHUYMBATH JOCTYI PabOTHHUKAM K
CETSIM CBS3M OOIIETo MOJB30BaHUs, B TOM 4ucie ceTu MHTepHeT, coaepxaHiue KOTOPbIX HE UMEET
OTHOIICHHUS K UCTIOJIHEHHUIO JOJDKHOCTHBIX 00S3aHHOCTEH, a TakyKe K MH(OPMAaLIMOHHBIM pecypcam,
COJIep’)KaHHE M HAIPaBJICHHOCTh KOTOPBIX 3alpelieHbl 3aKOHOJATeNbCTBOM Poccuiickoit
denepanuu.

Nudopmanmss o mnocemaembix pabotHukamu ['BJIOY  uHbOpMAMOHHBIX pecypcoB
MIPOTOKOJIUPYETCS JJIs TOCJENYyIOIIero aHajau3a W, NOpU HEOOXOJWMOCTH, MOXKET OBITh
MpeJICTaBIeHa PYKOBOJIUTENSAM CTPYKTYPHBIX IMOJIpa3/eiieHuii, a Takxke pykopoautento ['bJJOY
JUTSL KOHTPOJISL.

[Ipu ucnonb3oBanuu cetu MHTEpHET 3ampeiieHo:

ncnoab30Bath npegocrasieHusii ['5/I0Y goctyn B cets UHTEpHET B IMYHBIX LIEIIAX;

WCI0JIb30BaTh HECAHKIIMOHUPOBAHHBIE MPOTPAMMHBIE U IIPOTPAMMHO-aIapaTHbIe CPEICTBA,
MO3BOJISIFOIINE MOJYYUTh HECAHKIIMOHUPOBAHHBIN AOCTYM K ceTH MHTepHeT;

MyOJIMKOBaTh, 3arpyXaTb M PacCHpOCTPaHITh MaTepuajbl COAEpIKALIUE HEIOCTOBEPHYIO
unpopmanuto o 'bIOY, a Taxxke danscupunmponats cBoit IP-agpec.

Pe3epBHOE KOMMPOBaHME M BOCCTAHOBJICHHE JAHHBIX

OcymiecTBiieHNE PE3EPBHOIO KONTMPOBAHUS JIOJDKHO OCYILIECTBIISTHCS AJIS:

uHpopmanuu oOpabaTbiBaeMOll Ha (aillloBoM cepBepe M cepBepe MPHIIOKEHUH,
MH(OPMALIMOHHON CUCTEMBI,

pabo4nx MECT aIMUHUCTPATOPOB UHPOPMAITIOHHOMN CUCTEMBI.

YacTtoTa U peXUM PE3EPBHOTO KOMHPOBAHUS YCTAHABIMUBAIOTCS TAaKUM 00pa3oM, UYTOOBI
o0ecrneynTh MUHUMAJIbHYIO IOTEPIO JAHHBIX U ONIEPaTUBHOE BOCCTAHOBIJICHUE.

Hacrtpoiika pe3epBHOTO KONMHMPOBAaHUS M BOCCTAHOBIEHUS DPECYpPCOB HH(OPMAIIMOHHBIX
cucreM I'BJIOY nomxHbl TPOBOIUTH yroJiHOMOYeHHbIe paboTHuku I'BJ/IOY.



PezepBHOE KONMUpOBaHME JOHKHO OCYIIECTBIISAITRCS B aBTOMAaTHYECKOM  PEXHME
C MPHUMEHEHHEM OTEYECTBEHHOTO CIICHHAIM3UPOBAHHOTO CPEJCTBA PE3EPBHOTO KOIMPOBAHUS
C JEUCTBYIOIIMM CEpPTU(UKATOM COOTBETCTBUS IO TPeOOBAaHUSAM O€30MaCHOCTH WH(pOpPMAUU
OCTIK Poccun.

6 OCHOBHBIE TPEBOBAHUS K ITPOLHECCAM YIIPABJIEHUSA
UH®OPMAIIMOHHOM BE3OITACHOCTBIO

MonutopuHr HHGOPMALOHHON 0€30aCHOCTH

Ha noctosiHHOI OCHOBE JOJDKEH NMPOBOAUTHCS KOMIUIEKCHBIN aHaiu3 (YHKLIHOHUPOBAHUS
nHpopmannonHou cuctembl ' BJIOY 1 Bo3HHKarOMMX COOBITHI HHPOPMAITMOHHOHN 0€301TacHOCTH.

[Iporiecc MoHMTOpPWHra CHUCTEMBI obOecrieueHHsi MH(HOPMAIMOHHONW O€30MaCHOCTH JOJKEH
BKJIIOYATh B C€0sl KOHTPOJIb OPraHU3AIMOHHBIX W TEXHUYECKUX MEp MO 3auuTe WHPOpMaIny,
aHaJIN3 MapaMeTpOB KOHPUTYpalluu U HACTPOUKH CPEJICTB 3alUThl HH(OPMALIUH.

[Ipn nmpoBeneHMM KOHTPOJIBHBIX MEPOIPHUATHM, CBS3AHHBIX C OLIEHKOW pealu3aluu Mep
no 3amute uHpopmanuu B I'BJIOY, ymonHoMoueHHble paOOTHHUKHM JOJDKHBI MPHUAEPKUBATHCS
CJIEIYIOLIUX IPUHIUIIOB!

He HapywmaTh QyHKIHoHUpoBaHHe nesTenbHocTd ['B/I0Y;

JeCTBOBaTh B COOTBETCTBUM C YTBEP)KICHHBIMU OPraHU3alMOHHO-PACIOPSAUTEIbHBIMU
nokymeHnTamu ['bJIOY mo 3ammre napopManuy;

HE CKpBIBATh (DaKThI BBISBICHHBIX COOBITHI HH(OPMaLIMOHHON 0€3011aCHOCTH;

0pOpMIISITH  OTYETHI, MOATBEPHKJAIOLIME BBIOJHEHWE MEPONPUSITUH MO  3alluTe
uH(popMaInH.

Wndopmanus, monyuyeHHas B XOJ€ MPOBEIEHUS KOHTPOJMPYIOIIUX MEPONPUITUN
0 JIEHCTBUSAX, COOBITUSX M MapaMeTpax, UMEIOUIUX OTHOILIEHHE K pealu3ald Mep MO0 3alluTe
uHGOpMalNHY, JOJDKHA KOHCOJUAUPOBATHCS U XPAaHUThCA B MECTaX, MCKIHOYAIOUINX MOTY4YEHHUE
K HEW HECaHKIIMOHUPOBAHHOI'O IOCTYTIA.

MOHHUTOPHHT aHHBIX O 3apErUCTPUPOBAHHBIX COOBITUSAX MH(POPMALMOHHON 0€301MacHOCTH
JOJKEH TPOBOJUTHCS, IO BO3MOKHOCTH, C UCIIOJIB30BAHUEM CHUCTEMBI MOHUTOPHUHTA UHIIUICHTOB
MHGOPMALIMOHHOM 0€3011aCHOCTH WJIM BCTPOEHHBIX MEXaHM3MOB HACTPOMKU M ayauTa COOBITHUI
B IPOTPaMMHBIX M IPOrpaMMHO-AINApaTHBIX CPEICTBAX, UCIOJIb3yeMbIX B HMH(GOPMAILMOHHON
undpacrpykrype 'BOYVY.

YupasjieHue pucKkamMu

OmnpeneneHne BHYTpEeHHMX TpeOOBaHMM IO 3aliuTe MHGOpPMALMHU, TOJDKHBI OCHOBBIBATHCS
Ha pe3yibTaTaX NPOBEICHUS aHAINW3a PUCKOB HApYyLIEHHs OCHOBHBIX CBOMCTB 0€3011aCHOCTH
1t nHGopMarmoHHbIX pecypcoB I'BJIOY.

OCHOBOI1 OLICHKH PHCKOB JJOJKHA OBITh OLIEHKA YCIOBUH U ()aKTOPOB, KOTOPbIE MOTYT CTaTh
IPUYMHOMN HapyLIEHUSI IEJIOCTHOCTHU, KOH(UIEHIIMAIbHOCTH U JOCTYITHOCTH JJ1s1 ”HPOPMALIMOHHBIX
pecypcos I'b/IOV.

Pe3ynpTaToM npoBeAeHUS aHANIM3a PUCKOB JOJDKEH ObITh pa3pabOTaHHbIN KOMILIEKC Mep,
HaIIPABJICHHBIX HA CHW)KEHHE BO3MOXXHOI'O HEraTMBHOI'O BIIMSHUS HAa OCHOBHYIO JIEATEIBHOCTH
I'BIOY npu peanuszanuu Toi WM MHON YTpo3bl 0€30MaCHOCTH MHPOPMALIMK U 00€CIeUNBAOIINX
B JTAJIbHEUIIIEM JIOCTaTOYHBIN YPOBEHb 3allUIIeHHOCTH nH(opmannoHHbix cucteM ['BIOY.

YnpasieHue MHIMICHTAMH HHPOPMALHMOHHOI 0e30IaCHOCTH

Hns  obecnieyeHust  3((EKTUBHOIO  pa3pellieHHs  MHIMIACHTOB  MH(OPMAIMOHHON
6ezonacHocty B 'BJIOY, MUHHMU3a1[MM TOTEPh U YMEHBIIEHUS PUCKAa BO3HUKHOBEHHSI IOBTOPHBIX
UHIJIEHTOB  JIOJDKHO  OCYIIECTBJISATBCS ~ YNPABJICHHWE  WHIMJCHTaMH  HHGPOPMALUOHHOM
0€30IaCHOCTH.

Jlnst yrpaBiieHUs] MHIMJICHTaMH MH(QOPMALMOHHOW O€30MacHOCTH J0JDKHA OBITh CO3/aHa
clly’k6a MOHUTOPUHTA U pearMpoBaHUs HA MHIUAECHTHl HH(POPMALIMOHHOM 0€301acHOCTH, KOTOpast
MIOCPE/ICTBOM KOMIJIEKCA CPEACTB M MEpONPHUATUN Ui cOOpa M KOHCOJMUAAMH HUH(POPMALUU
00 MHIUEHTaX pellaeT JaHHYI 3ajady. B OTHOIIEHHMH KaXJIOro MpOW3OLIEANIEr0 WHIUAECHTA
paOOTHUKAMU M3 CIIY>KObI MOHHMTOPHMHIAa M DPEarupoBaHUs HAa HMHUUACHTH MH()OPMAIMOHHON
0€30IMaCHOCTH JTOJDKEH BBIMOJIHATHCS €0 aHAIN3, M pa3paboTka 3 (EKTUBHBIX MEP pearupoBaHUs
Ha JaHHBIN MHIUJEHT.



AyauT cuctemMbl odecriedeHnsi HHPOPMALMOHHOI 6€30I1aCHOCTH

B nensix onieHku Tekymero yposss nHpopmanuonHoi 6esomnacHocta 'BJIOY Ha perynspHoit
OCHOBE JIOJDKEH ITPOBOJUTHCS ayUT HH()OPMAIIMOHHOM 6€30I1aCHOCTH.

BHyTpeHHue ayauThl 0JDKHBI BBINONHATHCS padoTHukamu ['BJIOY. B uucno 3anay,
pelaemMpIX U MPOBEACHUN BHYTPEHHUX ayIUTOB HH(POPMAITMOHHON 6€30MaCHOCTH, BXOAT:

cOOp M aHamU3 MCXOTHBIX JAHHBIX 00 OPTraHU3aIMOHHON M (PYHKIMOHAIBHOW CTPYKTYpE
MH(GOPMAIMOHHBIX CUCTEM, HEOOXOAMMBIX JJISl OLIEHKU COCTOSTHHUS CHCTEMBI 3alIUTHI HH(POpMAIUH,

AQHAIM3 YTBEPKICHHBIX OPraHU3ALUOHHO-PACHOPAIUTEIBHBIX JOKYMEHTOB [0 3aIlUTE
nH(pOpMAINY HA IPEAMET MX MMOJHOTHI U 3P PEKTUBHOCTH, a TaKKe (OPMHPOBAHNE PEKOMEHIALINI
1o UX J0paboTKe WK Pa3pabOTKH HOBBIX;

obocHoBanne (puHAHCOBOW 3()(HEKTUBHOCTH BHOBH MNPUOOPETAEMBIX CPEICTB 3ALIUTHI
nH(pOpMAIIHH;

MpOBEpKa IMPAaBUJIBLHOCTH BbIOOpa M HACTPOMKM CpEACTB 3alllUThl HMHPOpPMAIUH,
(dhopMHpoBaHHE NPEIIOKEHNH [0 UCTIOIb30BAHUIO HMEIOIUXCS CPEACTB 3alIUThl HH(OPMALIUY [T
MOBBILLIEHUS YPOBHS HAJIEKHOCTH M O0e30nmacHOCTH HHPopMalmoHHbx cuctem ['BJI0Y;

aHaJIM3 OTYETOB MO MPOU3OLICIIIMM HHIUACHTaM HHQOPMAIIMOHHON 0€30MacHOCTH
U IPUHSATHIM MepaM IO UX pa3pelieHuIo.

IloBbIlIeHME 0CBEIOMIICEHHOCTH PA0OTHUKOB

B pamkax opraHMzanuy KOMIUIEKCHOTO IPOTHUBOAECHUCTBHS yrpo3aM 0O€30MacHOCTH
uHpopmauuy, ucxogdmuMm ot pabotHukoB ['BIOY nomkHa NOCTOSIHHO —MOBBIIIATHCS
UX OCBEJOMJIEHHOCTbH B 00J1aCTH 3aIlMThI HH()OPMALIUH.

[ToBeiienue ocsenomienHocty pabotaukoB I'B/IOY ocymectBnsercs:

o cyniectByromuM B I'BJIOY oprann3aninoHHO-paciopsiANTENIbHBIM JOKYMEHTAM;

o npumeHsieMbM B I'6/I0OY Mepawm 3amutel nHGpOpMauuy,

10 NTPABUJIBHOMY HCIIOJIb30BAHUIO CPEICTB 3alIUThl HH(POPMALUU.

7 3AKIIOYEHHUE

[Ipn m3MeHeHWM ACUCTBYIOMIETO 3aKoHomaTeabcTBa Poccmiickoit denepanmu B oOiactu
3amuThl UHQOpPMAIMK, a TaKKe OPTraHM3AIMOHHO-PACTOPSAUTEIbHBIX JokymMmeHTOB ['B/IOY
Hacrosas [lonmuTuka U W3MEHEHUs K HEW MPUMEHSIOTCS B YacTH, HE MPOTHBOpPEUAIEH BHOBB
MPUHATHIM 3aKOHOJATEIIPHBIM M MHBIM HOPMATHUBHBIM aKTaM, a TakK)K€ BHYTPCHHHM JOKYMEHTaM
I'bJIOY.

Bce TpebGoBanms, yCTaHOBJIEGHHBIE JEHCTBYIONIMM 3aKOHOJATEIbCTBOM Poccuiickoit
®denepanyu, MOJ3aKOHHBIMA aKTaMH U JOTOBOPHBIMHM OTHONIEHUSIMH, a Takxke noaxon ['bJIOY
K 00€CIeUYeHNUIO COOTBETCTBHUS STUM TPEOOBAHUSAM JIOJDKHBI OBITH SIBHBIM 00Opa3oM OIPEACIICHBI,
JOKYMEHTHUPOBAHBI U MOJICPKUBATHCS B AKTyaJIbHOM COCTOSIHUU.

I'bJIOY B  mOpUOPUTETHOM  HANpaBJICHUU  JOJDKEH  paccMaTpUBaThCS — IEPEXO]l
a MPOTrpaMMHOT0 00ecIieYeHne OTEUECTBEHHOTO MTPOM3BOAUTEIIS, BKIIFOUCHHOTO B €AMHBIA PEECTp
POCCUHCKHX TPOTPaMM JUISI SJICKTPOHHBIX BBIYMCIIMTEIIBHBIX MAIIMH U 0a3 JaHHBIX. B ToM uuce
[0 YacTU CEPBEPHOTO, KOMMYTAIIMOHHOTO OOOpPYIOBaHUS U MPOrPaMMHO-aNNapaTHBIX CPEICTB
BKJIIOUEHHBIX B EAMHBIN peecTp pocCUICKON paarodIeKTPOHHON MPOAYKIIUH.

IlepecMoTp W BHeceHHWE U3MEHEHUH B HacTosmyr [lonuTUKY OCYIIECTBISIOTCS
Ha MEepUOINYECKON U BHEIJIAHOBOI OCHOBE.



8 CHHUCOK UCIIOJb30BAHHBIX HCTOYHHUKOB

1  ®enepanbhsiii 3akon ot 27.07.2006 Ne 149-®3 «O6 undpopmannu, HHOOPMAITHOHHBIX
TEXHOJIOTUSIX U O 3aIIUTE HHOOPMAIHI.

2  ®epepanbublii 3ak0H 0T 06.04.2011 Ne 63-D3 «O06 351€KTPOHHON TOJIHUCHY.

3 ocranosnenne IlpaBurensctBa Poccuiickoir @enepamuu ot 16.04.2012 Ne 313
«O06 yrBepxaenun [1o70KeHNs O TUIIEH3UPOBAHUH JIEITEILHOCTH 110 pa3paboTKe, MPOU3BOJICTRY,
pacrpocTpaHeHHo MU(POBATBHBIX (KpUNTOrpadhuIecKux) CpPeacTB, HMHPOPMAIMOHHBIX CHCTEM
U TEIEeKOMMYHHUKALMOHHBIX CHCTEM, 3aIIUIIEHHBIX C WCIOJb30BAHUEM IU(PPOBAIBHBIX
(xpunTorpa)u4ecKux) CPelCTB, BHIMOJIHEHUIO padOT, OKAa3aHUIO YCIYr B 00JacTd MUppPOBAHUS
nHpOpMAINY, TEXHHUYECKOMY OOCTY)KMBAaHUIO IMH(PPOBAIBHBIX (KPUNTOTrpa(uIecKux) CpPe/CTB,
MH(GOPMAIMOHHBIX CHCTEM U TeIEKOMMYHHUKAIIMOHHBIX CUCTEM, 3alIMIICHHBIX C UCIIOJIb30BaHUEM
mUGpoBaIbHBIX (KpUNTOrpaUUECKUX) CpeACTB (32 MCKIIOUYEHHUEM cllydasl, €ClIM TEeXHUYECKOe
oOcinyxuBaHuE MHUPPOBAIbHBIX (KpUOTOrpadUUYecKrX) CpeAcTB, HHPOPMAIMOHHBIX CHCTEM
U TEIEeKOMMYHUKAIMOHHBIX CHCTEM, 3allUIIEHHBIX C WCIOJb30BaHUEM HIH(PPOBATBHBIX
(kpunrorpauyecKknux) CpeACTB, OCYILECTBISETCS JUIsl o0OecreyeHUs COOCTBEHHBIX HYX]
IOPUINYECKOTO JIMIA WM WHAWBUAYAITLHOTO MTPEIPUHIMATEIS).

4  Tlocranosnenue IlpaButensctBa Poccuiickoit ®enepammm ot 01.11.2012 Ne 1119
«O06 yTBepkJIeHUM TpeOOBaHUI K 3allUTe TMEpPCOHANBHBIX HaHHBIX HOpU HUX 0O0paboTke
B MH(OPMAITMOHHBIX CHCTEMaX MePCOHATBHBIX JAHHBIXY.

5 [Ipumkaz OAIICU ot 13.06.2001 Ne 152 «OO6 yrBepxkaeHnn MWHCTpyKIIMN
00 opranuzanuu U obecrieueHuu O€30MacHOCTH XpaHEHHs, 00pabOTKU M Mepefauu Mo KaHajlaM
CBSI3U C WCIIOJIB30BAaHUEM CPEJCTB KPUITOTPAdUUECKON 3alUThl HHQOPMAIMH ¢ OTPaHUICHHBIM
JOCTYTIOM, HE coZiepKalllell CBEJEHHM, COCTABISIONINX TOCYIapCTBEHHYIO TaltHY».

6 IIpukaz DCB Poccuum ot 09.02.2005 Ne 66 «OO6 yrBepxkaennn IllonoxxeHus
0  pa3paboTke,  NPOMU3BOJACTBE,  peaIM3allMd W OKCIUIyaTalMd  MIH(POBAIBHBIX
(xpunitorpaduueckux) cpeacts 3anuthl napopmanun (ITonoxenne ITK3-2005)».

7 IIpukaz ®CTIK Poccun ot 11.02.2013 Ne 17 «O06 yTBepkaeHIH TPEOOBAHUH O 3aIUTE
nH(pOpMAITMU, HE COCTABIISIONIEH TOCYTapCTBEHHYIO TalHY, COJIEPKAIICHCS B TOCYIapCTBEHHBIX
MH()OPMALIMOHHBIX CUCTEMAXY.

8 IIpuka3z ®CTIK Poccum ot 18.02.2013 Ne 21 «O06 yTBEpKIACHHUU COCTaBa U COJICPKAHUS
OpPraHU3alMOHHBIX U TEXHUYECKUX MEp M0 00ECleYeHUI0 OEe3011aCHOCTH MEPCOHANBHBIX JaHHBIX
pu ux o0paboTKe B MHPOPMALMOHHBIX CUCTEMAX NIEPCOHAIBHBIX JAHHBIX).

9 IIpuka3z ®Cb Poccun ot 10.07.2014 Ne 378 «O06 yrBepkaennn CocraBa U coaepKaHus
OpPraHU3alMOHHBIX U TEXHUYECKUX Mep M0 00ECreUYeHUI0 0e30I1aCHOCTH MEPCOHAIBHBIX JAHHBIX
npu Ux o0paboTKe B MH(OPMAIMOHHBIX CUCTEMax INEPCOHAIBHBIX JAHHBIX C HCIOJIb30BaHUEM
CPEACTB KpUNTOTrpapuuecKod 3amuThl HHGOPMALKU, HEOOXOAUMBIX JUISl  BBIIOJHEHHUSA
ycraHoBneHHbIX [IpaBurensctBoM Poccuiickoit deaepaunn TpeGoBaHUH K 3alIUTe MEPCOHAIBHBIX
JAHHBIX
JUISL KQXKJIOTO U3 YPOBHEH 3alUIIICHHOCTHY.

10 TOCT P 51624-2000 «3amura wuHbOpManuu. ABTOMATU3UPOBAHHBIE CHUCTEMBbI
B 3alMILEHHOM HcniojHeHuu. O01ue TpeboBaHusD.

11 T'OCT P 51898-2002 «AcnekTsl 6e3onacHocTH. [IpaBuiia BKIFOUEHUS B CTAaHIAPTHD).

12 TOCT P 50.1.056-2005 «Texuuueckass 3ammura HHGopManuu. OCHOBHbIE TEPMHUHBI
U OTIpECTICHUS».

13 T'OCT P UICO/MDBK 27001-2006 «upopmannoHHast TeXHOJIOTHs. METOIBI U CpeicTBa
6e3omacHocTH. CUCTEMbI MEHEKMEeHTa HH(pOopMaMoHHON 6e30nacHoCTU. TpeboBaHMD».

14 TOCT P 50922-2006 «3amuTa napopmarrt. OCHOBHbIE TEPMHUHBI U ONIPEACTICHHD.

15 TOCT P 51275-2006 «3ammra unpopmaruu. O0bekT uHPOpMaruzauu. Dakropsl,
BO3/IeHicTBYIOINE HAa HHPopManuio. OOIIne MOI0KEHUS.

16 TOCT P MCO/MBK TO 13335-5-2006 «MupopmamioHHas TeXHOJIOTHUS. MeToabl
U cpeacTBa obecneueHus: 6e3onacHocTH. YacTh 5. PyKoBOJCTBO MO MEHEIKMEHTY 0€30M1acCHOCTH
CETH».

17 TOCT P HCO/TO 13569-2007 «®DuHaHCOBBIE yCIyrn. PexomeHmanuu



10 HHPOPMAIMOHHOM 0€30MTaCHOCTI.

18 T'OCT P UCO/M3K 27005-2010 «MupopmanmonHas TeXHOJIOTus. MeToabl B CpeacTBa
obecrnieueHns 0e30TacCHOCTH. MeHeKMEHT prucka HH(POPMAIIMOHHOM 0€30TTaCHOCTH.

19 T'OCT P NCO/MDBK 27004-2021 «MudpopmanmonHas TeXHOJIOTHs. MeTOoAbl U CpelicTBa
obecrieyenuss Oe30macHOCTH. MeEHEDKMEHT HH()OPMAIMOHHONW 0e30MmacHOCTH. MOHUTOPHHT,
OIICHKA 3aIIMIIICHHOCTH, AaHAIN3 U OLICHUBAHHEY.

20 TOCT P 51897-2021 «MenemKkMeHT prcka. TepMHUHBI 1 OTIpEICTICHUSD.

21 TOCT P 52069.0-2013 «3ammura undopmaruu. Cucrema cranmaptoB. OCHOBHBIC
TIOJIOKEHHUSI.

22 Konnenmust  WHGOPMAITMOHHON 0€30IaCHOCTH ~ MCIOJHUTENBHBIX  OpPraHOB
rocynapcrBenHoi Bnactu Cankr-IlerepOypra ot 20.02.2023.

JOKYMEHT MOZAMUCAH SMEKTPOHHOM MOAMUCHIO

roCYAAPCTBEHHOE BHO/DKETHOE [JOLLIKOJIbHOE OBPA3OBATE/IbHOE 19.06.23 13:20 (MSK) Ceptudukat E329477D9C25347E7D0B86246240E221
YYPEXXAEHUE AETCKUWU CAQ N2 61 MPUMOPCKOIO PANOHA
CAHKT-NMETEPBYPIA, JloceBckas EneHa bopucoBHa, 3aBeaytoLmii




